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In recent times, technology-based reforms have played a vital role in reducing academic fraud across 
Nigerian tertiary institutions. Digital examination systems have streamlined test administration by 
minimising manual errors and improving security, thereby making cheating more difficult. Plagiarism 
detection tools now serve as essential safeguards of academic honesty, enabling institutions to identify 
copied content and deter students from engaging in dishonest behaviour. Furthermore, blockchain 
technology is being utilised to create tamper-proof academic records, ensuring the authenticity of degrees 
and preventing the circulation of counterfeit certificates. Learning Management Systems (LMS) also 
support academic integrity by tracking student engagement and limiting avenues for malpractice during 
online assessments. AI-driven proctoring tools are increasingly used to monitor candidates during virtual 
exams, utilising features such as facial recognition and movement tracking to enforce examination rules. 
Universities are also employing data analytics to detect abnormal academic trends that might indicate 
dishonest behaviour. Digital libraries and advanced research tools are further promoting ethical scholarship 
by granting access to credible sources, reducing the temptation to plagiarise. In conclusion, adopting 
innovations such as digital exams, plagiarism software, blockchain records, AI proctoring, and LMS 
platforms is crucial in fostering transparency and academic discipline in Nigerian higher education.
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Technology-driven reforms in Nigeria's tertiary 
institutions have become a necessity to address 
growing concerns about academic fraud, which 
undermines the credibility of the education 
system. These reforms primarily focus on 
integrating digital tools to enhance transparency, 
accountability, and fairness in academic 
processes. One such reform is the adoption of 
Digital Examination Systems, which provide a 
secure and efficient method for conducting 
examinations. These systems minimise the risks 
of cheating, as they offer automated question 
generation and real-time monitoring, reducing 
human errors and biases. Olanrewaju et al. (2023) 
emphasised the effectiveness of these systems in 
promoting academic integrity in Nigerian 
universities. To further combat academic fraud, 
Plagiarism Detection Software has become 
indispensable. With the rapid growth of digital 
content, students may be tempted to plagiarise, 
which compromises the originality of academic 

work. Plagiarism detection tools, such as 
Turnitin, are employed in universities to 
identify copied content from various online 
sources. According to Adebayo and Obilade 
(2022), these tools help maintain the 
authenticity of academic research by flagging 
potential cases of plagiarism before they are 
submitted for evaluation, ensuring that students' 
work is both original and well-researched 
(Adebayo & Obilade, 2022).

Another significant reform is the use of 
Blockchain for Credential Verification, which 
addresses the issue of fake academic 
credentials, a growing problem in Nigeria. 
Blockchain technology ensures that academic 
records and certificates are securely stored and 
easily verifiable, providing tamper-proof 
evidence of a student's qualifications. As 
highlighted by Eze and Ugwu (2023), 
blockchain offers a decentralised and 
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transparent approach to verifying academic 
credentials, thus reducing the occurrence of 
fraudulent academic claims and promoting trust in 
the  educat ion system.  Moreover,  the  
implementation of Learning Management 
Systems (LMS) is transforming the way academic 
institutions deliver content and monitor students' 
progress. LMS platforms, such as Moodle and 
Blackboard, enable the centralisation of 
resources, facilitate real-time communication 
between students and faculty, and provide 
efficient tracking of academic performance. A 
study by Okafor and Okoye (2022) demonstrates 
that LMS not only improves student engagement 
but also helps detect irregularities in students' 
behaviour, which could indicate dishonest 
practices. The integration of AI-Based Proctoring 
and Data Analytics for Monitoring Patterns helps 
ensure that examinations are conducted fairly and 
that patterns indicative of academic dishonesty 
are easily detected. AI-powered proctoring 
systems use facial recognition, keystroke 
analysis, and eye movement tracking to monitor 
students during exams, while data analytics tools 
analyse student performance patterns to detect 
unusual behaviour. According to Ajayi and 
Nwachukwu (2023), these technologies offer a 
comprehensive approach to preventing academic 
fraud by utilising sophisticated algorithms to 
identify and flag suspicious activities during 
assessments (Ajayi & Nwachukwu, 2023).

The Technology-Driven Reforms Theory 
proposed by Davis in 1989 contributes to 
knowledge by focusing on the transformational 
impact of technology on traditional educational 
structures. However, a gap exists in its application 
to curbing academic fraud specifically. The 
Innovation Diffusion Theory, proposed by Rogers 
in 1962, contributes to knowledge by offering a 
model for effectively introducing and integrating 
technology into educational systems. A gap exists 
in understanding the resistance to technology 
adoption in a system marked by academic fraud. 
Technology-driven reforms and curbing academic 
fraud in Nigerian tertiary institutions remain a 
significant challenge. While technology has the 
potential to enhance administrative processes and 
academic integrity, its implementation in 

Nigerian universities is often inconsistent and 
underdeveloped. Many institutions lack the 
necessary infrastructure and expertise to fully 
leverage technology in combating academic 
fraud, including plagiarism, exam malpractice, 
and fake credentials.

Additionally, there is a resistance to technological 
adaptation in some academic circles, with 
concerns about privacy, data security, and 
potential misuse of information. Although some 
universities have introduced e-learning 
platforms, automated grading systems, and 
digital verification tools, these initiatives are not 
uniformly adopted across all institutions, leading 
to disparities in effectiveness. Moreover, the lack 
of comprehensive training for staff and students 
on how to properly use these technologies further 
limits their potential. The absence of a robust 
legal framework to support these technological 
reforms also hinders their ability to address fraud 
on a larger scale. To bridge this gap, a concerted 
effort is needed to improve digital infrastructure, 
promote wider adoption of technology, and 
establish clear regulations for its use in 
address ing academic misconduct .  By 
incorporating these technological tools, Nigerian 
universities are better positioned to tackle 
academic fraud, ensuring the integrity and 
credibility of the education system.

Technology
Technology is the application of scientific 
knowledge for practical purposes, especially in 
industry and daily life. It encompasses tools, 
systems, and techniques that transform the way 
we live, work, and communicate. From the wheel 
to smartphones, technological advancements 
have continuously reshaped societies and 
economies. Today, technology spans various 
domains ,  i nc lud ing  in fo rma t ion  and  
c o m m u n i c a t i o n  t e c h n o l o g y  ( I C T ) ,  
biotechnology, and engineering, influencing 
almost every aspect of human existence. The 
importance of technology in modern society is 
undeniable, as it drives innovation and enhances 
efficiency in various fields (Nguyen, 2023).
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Technology-Driven Reforms 
Technology-driven reforms refer to the process of 
using technology as a catalyst for change within 
organisations, industries, and societies. These 
reforms aim to improve existing structures, 
methods,  and systems by integrat ing 
technological solutions. For instance, in 
education, the shift to online learning platforms or 
in healthcare, the adoption of telemedicine are 
examples of technology-driven reforms. Such 
reforms enable faster and more effective solutions 
to challenges, increasing accessibility to essential 
services. These changes often lead to greater 
p roduct iv i ty,  reduced  cos ts ,  and  the  
democratisation of services, making them more 
widely available (Okafor & Bello, 2024). In the 
context of education, technology-driven reforms 
have been instrumental in reshaping the way 
teaching and learning occur. With the advent of 
digital tools such as Learning Management 
Systems (LMS), educational apps, and virtual 
classrooms, traditional pedagogies are being 
challenged and redefined. Educators can now 
personalise learning experiences, engage students 
more interactively, and provide access to 
resources that were once beyond reach. These 
changes are particularly significant in developing 
countries, where technology is helping bridge the 
gap between urban and rural educational 
facilities. The integration of such technology is 
seen as essential for preparing students for the 
future (Chukwu & Eze, 2025).

Similarly, in governance and public service, 
technology-driven reforms have introduced e-
governance systems that promote transparency 
and efficiency in service delivery. By 
implementing online platforms for tax filing, 
voting, and public record access, governments can 
reduce corruption, increase public trust, and 
improve administrative processes. Such reforms 
are crucial for modernising governance 
structures, enhancing accountability, and 
ensuring that public services are delivered 
effectively to citizens. These technological 
interventions have been recognised as key 
enablers in the fight against inefficiency and 
bureaucratic delay (Ogunyemi, 2024).  
Technology-driven reforms represent a dynamic 

and continuous process of integrating technology 
into various sectors to enhance performance and 
foster innovation. These reforms are not just 
about replacing traditional methods but about 
evolving systems to meet the demands of a 
rapidly changing world. The successful 
implementation of such reforms relies on 
strategic planning, adequate infrastructure, and 
the involvement of stakeholders at all levels. As 
technological advancements continue to 
accelerate, it is clear that technology-driven 
reforms will remain central to global 
development and progress (Aliyu & Ibraheem, 
2023).

Curbing Academic Fraud in Nigeria's Tertiary 
Institutions 
Curbing academic fraud in Nigerian tertiary 
institutions is a pressing issue that has plagued the 
educational system for decades. Academic fraud, 
which includes malpractice such as cheating 
during exams, plagiarism, and the illegal selling 
of academic materials, undermines the integrity 
of the educational system and compromises the 
quality of graduates. Scholars have highlighted 
the growing prevalence of this malpractice, 
pointing to inadequate supervision, corrupt 
practices, and limited awareness of its long-term 
consequences as key factors that perpetuate it 
(Ogunleye, 2020). Effective measures to combat 
academic fraud require a multifaceted approach, 
including policy reforms, strengthening the roles 
of faculty and administrative staff, and increasing 
student awareness of academic integrity. One 
innovative solution to combating academic fraud 
is the introduction of digital examination 
systems. These systems utilise technology to 
ensure that examinations are conducted securely 
and transparently. Digital examination platforms 
provide mechanisms to monitor and track 
students' activities during exams, reducing the 
likelihood of malpractice. According to Adedoyin 
and Soykan (2020), digital systems offer features 
such as biometric verification, secure question 
randomisation, and anti-cheating algorithms, 
which significantly minimise opportunities for 
fraud. Moreover, digital systems facilitate the 
automation of grading processes, ensuring 
consistency and objectivity in evaluation.
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Digital Examination Systems
Despite the advantages of digital examination 
systems, the adoption and implementation of 
these technologies in Nigeria face several 
challenges. One major issue is the digital divide, 
where institutions, particularly in rural areas, lack 
the necessary infrastructure to support these 
systems. Nwokeafor et al. (2021) argued that 
while urban-based institutions may have access to 
these technologies, a large portion of Nigerian 
tertiary institutions struggle with inadequate 
internet connectivity, unreliable power supply, 
and insufficient training for faculty members on 
the effective use of digital platforms. This 
d i s p a r i t y  c a n  h i n d e r  t h e  s u c c e s s f u l  
implementation of digital examination systems 
nationwide. Another key benefit of digital 
examination systems is their potential to enhance 
the overall learning experience. By shifting from 
traditional paper-based exams to digital 
platforms, students can engage with a variety of 
learning materials and assessment formats that are 
more interactive and accessible. Digital systems 
can also provide real-time feedback, helping 
students identify areas for improvement before 
the final assessment. Alhassan and Abdullahi 
(2022) emphasised that the integration of digital 
tools in examinations not only curbs academic 
fraud but also creates a more engaging and 
efficient learning environment. Okojie and 
Adegoke (2020) concluded that these systems 
improve accessibility, reduce human errors, and 
ensure transparency, ultimately minimising exam 
malpractices through secure authentication and 
automatic grading tools. Additionally, Adeyemi 
and Eniola (2021) found that digital examination 
systems improve time management for both 
students and staff, making it easier to schedule and 
monitor exams, while also enhancing the overall 
quality of assessments.

Plagiarism Detection Software
Plagiarism is a growing concern in academic 
institutions, particularly in the digital age, where 
access to online resources has made it easier to 
copy others' work. Plagiarism detection software 
serves as a crucial tool in combating this issue. It 
helps to identify and prevent academic dishonesty 
by scanning submitted content for similarities 

with existing sources in digital databases, 
journals, and websites. Such software operates 
using algorithms that compare word usage 
patterns, structure, and phrasing against extensive 
content archives. This technology enables 
educators and institutions to maintain academic 
integrity by ensuring that work submitted is 
original. Sutherland-Smith (2017) noted that 
these tools not only act as deterrents but also 
provide educational opportunities for students to 
understand the importance of proper citation 
practices. The growing adoption of plagiarism 
detection software in Nigeria's tertiary 
institutions reflects the country's commitment to 
upholding academic standards. Institutions such 
as the University of Lagos and the University of 
Ibadan have increasingly integrated these tools 
into their academic systems. The impact of these 
systems on reducing academic fraud has been 
significant. By automatically detecting instances 
of plagiarism, these tools enable instructors to 
focus on content quality, thereby enhancing the 
overall academic environment. Scholars like 
Olumide and Akinmoladun (2020) emphasise 
that the introduction of such technology aligns 
with global trends in academic governance and 
quality assurance.

However, while plagiarism detection software is 
effective, it has its limitations. Some software 
programs may fail to identify paraphrased content 
or less commonly accessed sources, which could 
still undermine academic integrity. According to a 
study by Ojo and Olaogun (2019), relying on 
technology without proper human oversight can 
lead to false positives, where legitimate academic 
work is incorrectly flagged. Therefore, the 
integration of these tools must be accompanied by 
adequate training for both educators and students 
on how to interpret and act upon the results. 
Despite these challenges, plagiarism detection 
software continues to evolve, with advancements 
in artificial intelligence enhancing its 
capabilities. Tools now use machine learning to 
identify not just direct copying but also subtle 
paraphrasing, which has become a common form 
of academic dishonesty. Nwabueze and Okoro 
(2021) argued that the continuous development of 
more accurate detection methods is crucial for 
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curbing  academic  misconduct .  These  
advancements contribute to the broader goal of 
ensuring academic authenticity and integrity 
within Nigeria's higher education system. Adedeji 
and Alaba (2019) revealed that integrating 
plagiarism detection tools in Nigerian universities 
significantly reduces instances of plagiarised 
work by automatically identifying content 
duplication. Furthermore, Akinyemi and Olatunji 
(2020) concluded that these tools help foster a 
culture of academic integrity, as students become 
more aware of the consequences of plagiarism, 
leading to an improvement in the originality of 
their work.

Blockchain for Credential Verification 
Blockchain technology, recognised primarily for 
its role in cryptocurrencies, has shown potential 
for transforming various sectors, including 
education. One of the most promising 
applications of blockchain is in verifying 
academic credentials. In Nigerian tertiary 
institutions, issues of academic fraud, such as the 
issuance of fake degrees or certificates, have long 
plagued the educational system. Blockchain 
offers a decentralised and secure method of 
storing and verifying academic records, making it 
nearly impossible to alter or forge credentials. As 
pointed out by Nwaogwugwu and Okafor (2022), 
this technology can ensure that academic records 
are authentic, secure, and easily accessible by 
both institutions and potential employers. The 
implementation of blockchain for credential 
verification is particularly relevant in the context 
of Nigeria's ongoing efforts to reform its higher 
education system. With the increasing demand for 
transparency in educational qualifications, 
blockchain offers an efficient and tamper-proof 
solution that supports the verification process. 
Nigerian institutions, such as the University of 
Nigeria Nsukka and the Federal University of 
Technology, Akure, have begun exploring 
blockchain-based systems to combat the growing 
problem of academic fraud. Onu and Eze (2020) 
highlighted how blockchain can streamline 
administrative processes by reducing the burden 
of manual verification while ensuring 
authenticity.

However, the adoption of blockchain in Nigerian 
universities is not without challenges. The 
technological infrastructure required for 
implementing blockchain is still underdeveloped 
in many institutions. In addition, there is a lack of 
widespread understanding of blockchain 
technology among educators and administrators. 
A study by Eze and Nwankwo (2021) revealed a 
significant gap in the technical skills required to 
manage and implement blockchain systems 
effectively in Nigeria's higher education 
institutions. Overcoming these barriers will 
require substantial investment in both 
infrastructure and staff and student capacity 
building. Despite these obstacles, the potential of 
blockchain to revolutionise academic 
credentialing in Nigeria remains significant. The 
technology's ability to provide a transparent and 
secure record of academic achievements could 
significantly reduce instances of academic fraud. 
Okoye and Ani (2023) support the notion that 
blockchain can foster greater trust in the 
education system, enabling employers and 
academic institutions to verify qualifications with 
confidence. The potential for blockchain to be 
integrated into global networks of educational 
verification also aligns with Nigeria's ambition to 
enhance its reputation as a hub for quality higher 
education in Africa. Omolara (2022) revealed that 
blockchain provides secure, immutable records, 
making it difficult for individuals to alter or 
falsify academic credentials. Their study 
concluded that blockchain is an effective means 
for verifying the authenticity of degrees and 
certificates in Nigerian institutions, reducing 
credential fraud. Similarly, Okoro and Olugbenga 
(2021)  emphas ised  tha t  b lockchain ' s  
transparency ensures that employers and 
academic institutions can trust the validity of 
qualifications, thus enhancing the credibility of 
the educational system.

Learning Management Systems (LMS)
In recent years, Learning Management Systems 
(LMS) have become a fundamental component in 
the educational ecosystem, particularly in tertiary 
institutions. These platforms provide an efficient 
and accessible way to deliver, manage, and assess 
educational content. LMSs like Moodle, 
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Blackboard, and Canvas have revolutionised how 
students interact with their course materials, 
allowing them to access lectures, assignments, 
and communication channels online. The 
integration of these platforms supports remote 
learning, offering students flexibility while 
providing educators with tools for monitoring 
progress and engagement. Ajayi and Adebayo 
(2021) emphasised the critical role of LMS in 
fostering a more interactive and collaborative 
learning environment, especially in the context of 
Nigeria's growing digital education sector.

Furthermore, LMS platforms facilitate the 
seamless management of course content, grading, 
and tracking of student performance. They enable 
lecturers to implement blended learning 
approaches, where face-to-face instruction is 
complemented with online materials and 
assessments. In Nigeria, where access to 
traditional educational resources is often limited, 
LMS serves as a bridge to quality education. 
Okebukola (2020) said that the integration of 
LMS in Nigerian tertiary institutions has 
enhanced the learning experience by increasing 
student engagement and accessibility to materials 
outside the classroom. These systems are vital for 
ensuring that education reaches a broader 
demographic, particularly in regions with 
infrastructural challenges.

In addition to their academic role, LMS platforms 
offer data analytics that enable institutions to 
assess and improve the learning process. By 
analysing student activity and performance data, 
educators can identify patterns and areas needing 
attention, thus optimising teaching strategies. As 
highlighted by Adeyemo and Sulaimon (2022), 
the application of LMS tools in Nigerian 
universities is helping to align educational 
delivery with modern standards, ensuring that 
students remain competitive on both a local and 
global scale. The ability of LMS platforms to track 
academic progress enables both students and 
educators to engage in a continuous feedback 
loop. Despite the numerous advantages, the 
adoption of LMS in Nigerian universities is not 
without challenges. Issues such as limited internet 
access, inadequate staff training, and resistance to 

change can hinder the effective use of these 
systems. Eze and Chikodi (2021) argued that with 
appropriate infrastructure investment and 
capacity building, these challenges can be 
mitigated. As Nigeria continues to adopt digital 
learning, the role of LMS will only expand, 
offering significant opportunities to enhance 
education delivery and learning outcomes. Alabi 
and Obafemi (2020) revealed that LMS provides 
an efficient platform for educators to track student 
progress, deliver resources, and offer real-time 
feedback, thereby increasing engagement and 
reducing opportunities for academic fraud. 
Additionally, Odumosu and Adeyemi (2021) 
concluded that LMS platforms help mitigate 
cheating during assessments by offering secure, 
timed exams that are difficult to manipulate, 
ensuring fairness in evaluations.

AI-Based Proctoring
AI-based proctoring systems represent a 
groundbreaking solution in curbing academic 
dishonesty in tertiary institutions. As the 
educational sector increasingly adopts digital 
learning platforms, the need for reliable methods 
to ensure the integrity of online assessments has 
become more urgent. AI proctoring systems use 
advanced algorithms to monitor and evaluate 
students during exams, detecting behaviours that 
might indicate cheating, such as the use of 
unauthorised materials or the presence of other 
individuals in the testing environment. As opined 
by Afolabi and Okoro (2022), AI-based 
proctoring technologies are becoming 
indispensable in maintaining academic integrity 
in Nigerian universities, where the prevalence of 
exam malpractice has been a long-standing issue. 
These systems offer a range of monitoring 
capabilities, including facial recognition, eye 
tracking, and the ability to identify and flag 
suspicious behaviour. By using AI to monitor 
students in real time, proctoring systems can alert 
instructors to potential cheating incidents, 
allowing for immediate intervention. This 
technology helps bridge the gap between 
traditional in-person examinations and the 
evolving landscape of online education. In 
Nigeria, where exam malpractice is a significant 
concern, AI-based proctoring systems have been 
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highlighted as a potential game-changer. Oladeji 
and Bello (2021) argued that this technology can 
deter students from engaging in dishonest 
practices, thereby upholding the credibility of 
academic assessments in Nigerian universities.

Despite its potential, the implementation of AI 
proctoring in Nigerian institutions faces 
challenges, including high costs, privacy 
concerns, and limitations in technological 
infrastructure. Some students may also feel 
uncomfortable with constant surveillance during 
exams, which can affect their performance. As 
highlighted by Adedeji and Akinyemi (2021), 
addressing these concerns is crucial for the 
successful adoption of AI-based proctoring 
systems. Universities must ensure that proper 
safeguards are in place to protect student privacy 
while ensuring the effectiveness of the technology 
in maintaining academic standards. AI-based 
proctoring aligns with broader technology-driven 
reforms in Nigerian higher education, which aim 
to modernise academic practices and address the 
challenges posed by rapid digitisation. These 
reforms are essential for preparing students for a 
globalised job market, where technological 
literacy is paramount. By reducing academic 
fraud, AI proctoring helps to maintain the 
reputation of Nigerian universities, ensuring that 
the degrees awarded are respected internationally. 
Ekanem and Ojo (2022) noted that AI proctoring 
systems play a pivotal role in enhancing the 
credibility of Nigerian academic qualifications, 
thereby making them more competitive on the 
global stage. Ojo and Akinsola (2021) revealed 
that AI proctoring systems utilise facial 
recognition and behavioural analysis to monitor 
student activities during online exams, detecting 
suspicious behaviour. Their study concluded that 
implementing AI-based proctoring significantly 
reduces cheating rates in Nigerian tertiary 
institutions. Similarly, Adewole and Oladipo 
(2020) concluded that AI-based proctoring 
ensures the security of online exams and enhances 
the credibility of remote learning assessments, 
making it a critical component of modern 
education.

Data Analytics for Monitoring Patterns 
Data analytics has become a significant tool in 
monitoring patterns and trends within various 
sectors, particularly in education. In the context 
of tertiary institutions in Nigeria, it provides 
valuable insights into students' performance, 
attendance, and behaviours, which can help 
detect irregularities that may indicate academic 
fraud. By using advanced statistical tools, 
universities can analyse large datasets to uncover 
patterns of academic dishonesty such as 
plagiarism, ghostwriting, or cheating in 
examinations. The implementation of data 
analytics supports proactive decision-making, 
enabling intervention strategies to be put in place 
early and curb fraudulent practices. Adeyemi and 
Sulaimon (2020) emphasised that data analytics 
can lead to enhanced transparency and fairness in 
the academic environment. Moreover, data 
analytics enables tertiary institutions to optimise 
their resources and enhance operational 
efficiency. Institutions can track progress over 
time by utilising real-time data from student 
assessments ,  c lass  par t ic ipat ion,  and 
administrative processes. This shift toward data-
driven decision-making supports technology-
driven reforms, providing a foundation for 
continuous improvement. As noted by Onu 
(2021), data analysis not only fosters 
transparency but also contributes to creating a 
more accountable academic environment, where 
performance metrics can be monitored without 
bias.

The use of predictive analytics further enhances 
universities' capacity to anticipate future trends in 
academic performance and identify students at 
risk of engaging in fraudulent behaviour. 
Predictive models can assess the likelihood of 
students failing courses or participating in 
dishonest academic activities, allowing 
institutions to address issues before they escalate. 
According to Ajayi (2022), predictive analytics 
has been shown to reduce instances of academic 
misconduct by focusing on interventions that can 
prevent fraud rather than simply reacting to it. 
This model ensures that academic integrity 
remains intact  while  s t i l l  embracing 
technological advances. However, while data 
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analytics is a powerful tool for monitoring and 
preventing academic fraud, its successful 
application depends on the availability of accurate 
data and the institution's capacity to handle 
sensitive information. The ethical considerations 
surrounding data collection, including privacy 
and consent, must be addressed to prevent the 
misuse of information. Adebayo (2023) argued 
that while technology offers opportunities for 
enhancing academic integrity, it also brings 
challenges in terms of safeguarding student data. 
Therefore, institutions must establish robust 
policies that govern data use, ensuring 
transparency and adherence to ethical standards. 
Akinbo and Adebayo (2022) revealed that data 
analytics tools can analyse large datasets to 
identify trends related to cheating, such as sudden 
grade improvements or similarities in student 
responses. This allows institutions to take 
proactive steps to address potential fraud. 
Additionally, Oluwadare and Olanrewaju (2021) 
concluded that these tools enable universities to 
monitor attendance, submission patterns, and 
exam performance, providing early warnings 
about potential academic misconduct.

Digital Library and Research Tools
The advent of digital libraries and research tools 
has revolutionised the academic landscape in 
tertiary institutions globally, and Nigeria is no 
exception. Digital libraries offer vast resources 
that are accessible to students, researchers, and 
faculty, enabling them to conduct thorough and 
credible research. This transformation is 
particularly relevant in the fight against academic 
fraud, as digital libraries allow efficient access to 
peer-reviewed journals, books, and other 
academic materials that help maintain the 
credibility of academic work. The integration of 
research tools such as plagiarism detection 
software further ensures that students' work is 
original, minimising instances of cheating and 
dishonesty (Nwachukwu & Olayemi, 2021). In 
addition to offering a repository of credible 
academic materials, digital libraries facilitate the 
advancement of research methodologies by 
integrating advanced tools for citation 
management, content analysis, and data storage. 
These tools are crucial in supporting rigorous 

academic standards and reducing the chances of 
fraudulent research practices. Eze and Ajayi 
(2022) asserted that the implementation of these 
tools aids in the seamless collection, organisation, 
and analysis of data, ensuring that research 
outputs are consistent with the highest standards. 
The use of digital platforms further empowers 
educators and researchers to collaborate more 
effectively and reduce the likelihood of 
misconduct due to improper research practices.

Furthermore, the use of digital tools allows for 
greater monitoring of students' academic 
activities. Plagiarism detection systems, such as 
Turnitin and Grammarly, are now standard in 
Nigerian universities, enabling institutions to 
identify and address instances of academic 
dishonesty quickly. These tools, when used 
effectively, can drastically reduce the prevalence 
of plagiarised work. Akomolafe (2020) 
highlighted that such systems not only detect 
direct plagiarism but also help identify improper 
citations and inadequate paraphrasing, thereby 
safeguarding the authenticity of academic 
outputs. The implementation of digital libraries 
and research tools also contributes to technology-
driven reforms by aligning Nigerian universities 
with global best practices in academic integrity 
and transparency. As noted by Olaniyi and 
Adebola (2023), integrating these technologies 
into the educational system not only enhances the 
quality of research but also helps universities 
maintain international accreditation standards. In 
this way, digital tools and libraries serve a dual 
function, curbing academic fraud while 
enhancing the overall academic experience. 
Akintoye and Olayemi (2021) revealed that the 
use of digital libraries provides students and 
researchers with access to a wealth of resources, 
thereby improving the quality of academic work. 
Their study concluded that digital libraries reduce 
the temptation to plagiarise by providing students 
with better access to sources. Amadi and 
Ugochukwu (2020) concluded that research 
tools, such as plagiarism checkers and citation 
managers, promote ethical research practices, 
ensuring that students engage in proper academic 
conduct and reducing fraud.
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Technology-Driven Reforms Theory (Davis, 
1989)
The Technology-Driven Reforms Theory was 
proposed by Davis in 1989. This theory 
emphasises the pivotal role technology plays in 
driving educational reforms, particularly in 
enhancing the efficiency and effectiveness of 
educational systems. The aim is to integrate 
technology into the curriculum, administrative 
processes, and instructional methods to improve 
overall institutional performance. Assumptions 
include that technology adoption leads to more 
efficient resource management and better learning 
outcomes. Its relevance to Nigerian tertiary 
institutions lies in facilitating access to 
educational resources, enhancing learning 
experiences, and promoting transparency in 
academic activities. The theory contributes to 
knowledge by focusing on the transformational 
impact of technology on traditional educational 
structures. However, a gap exists in its application 
to curbing academic fraud specifically.

Innovation Diffusion Theory (Rogers, 1962)
The Innovation Diffusion Theory, proposed by 
Rogers in 1962, explores how, why, and at what 
rate new ideas and technology spread through 
cultures. The aim is to explain the processes 
through which innovations are adopted within a 
society. The assumptions of the theory include 
perceived advantages, compatibility with existing 
systems, simplicity, trialability, and observable 
results that influence adoption. Its relevance to 
technology-driven reforms in Nigerian tertiary 
institutions lies in the importance of 
understanding how new educational technologies 
(e.g., e-learning platforms, anti-plagiarism 
software) are adopted and accepted within the 
academic community. This theory contributes to 
knowledge by providing a model for effectively 
integrating technology into educational systems. 
A gap exists in understanding the resistance to 
technology adoption in a system marked by 
academic fraud.

Conclusion
The study concluded that technology-driven 
reforms play a crucial role in addressing academic 
fraud in Nigerian tertiary institutions. The 

introduction of digital examination systems 
ensures secure and efficient assessments, 
reducing the chances of malpractice. Plagiarism 
detection software helps identify and prevent 
academic dishonesty, promoting originality. 
Blockchain technology provides a secure method 
for credential verification, thereby avoiding the 
manipulation of academic records. The use of 
Learning Management Systems (LMS) facilitates 
transparent grading and personalised learning 
experiences. AI-based proctoring offers real-time 
surveillance during online exams, minimising 
cheating risks. Additionally, data analytics helps 
monitor patterns of academic misconduct, 
allowing for timely corrective actions. Lastly, 
digital libraries and research tools support access 
to credible academic resources, fostering a 
culture of academic integrity.

Suggestions
1. Tertiary institutions in Nigeria should embrace 

comprehensive technology reforms that 
integrate digital systems for better monitoring 
and accountability, ensuring an environment 
that discourages academic dishonesty and 
encourages authentic learning.

2. To enhance examination integrity, Nigeria's 
tertiary institutions should implement robust 
digital examination systems that ensure 
secure, verifiable, and fair assessment 
processes, minimising human intervention 
and reducing chances for cheating.

3. Nigerian universities should adopt advanced 
plagiarism detection software to ensure 
originality in academic work, safeguarding 
intellectual property and promoting a culture 
of integrity within the academic community.

4. To eliminate fraudulent credentials, tertiary 
institutions in Nigeria should implement 
blockchain technology for credential 
verification, providing a secure, transparent 
m e t h o d  t o  a u t h e n t i c a t e  a c a d e m i c  
qualifications, reducing the likelihood of 
certificate forgery.

5. Nigerian universities should implement  
Learning Management Systems (LMS) to 
provide an efficient, centralised platform for 
course delivery and assessments, allowing for 
better tracking of student performance and 
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reducing academic fraud.
6. To prevent cheating during examinations, 

Nigerian institutions should integrate AI-
based proctoring systems that monitor 
students in real-time, detecting suspicious 
behaviors and ensuring a fair and secure 
testing environment.

7. Tertiary institutions should use data analytics to 
monitor and identify patterns in academic 
misconduct, enabling proactive measures to 
curb fraud and ensuring continuous 
improvement in academic practices.

8. Nigerian universities should enhance access to 
digital libraries and research tools, ensuring that 
students have access to credible sources and can 
conduct research efficiently, reducing the 
temptation to engage in academic dishonesty.
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